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Lattice

Let ne Z and by, ..., b, € R", a lattice A is a discrete subgroup of R” given by the set
of all integer combinations of linearly independent basis vectors B =by,...,by:
AB)={X" x;b;:x;€Z}
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«: public uniform - «: short secret - «: short gaussian error
» Security based on worst-case lattices assumption for Gaussian error e
» Among 5 finalists of the NIST competition, 3 are based on structured LWE

What about physical attacks ?
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Hard Learning Problem from Side channel analysis

LWE Cipher { M l ——— IWPRN: (A, L(As) +1)
AsY I !
®—-IWE: (A,As+ e, ®(As +e))
l

NHW-LWE': (A,As +e, HW(As) + 1))
Noisy Hamming Weight Learning With Error

HIH'M+I

Hamming Weight = Number of 1 in the binary decomposition
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> Both security relying on IWE (impact on the dimension of the LWE problem).
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nb of samples

Hoo(s|A,HW(As)) = nlog(q) — “m - log(og(q)) (M
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bitLenght(s) bitLenght (HW(a;s))

» Entropic-LWE is not conclusive with such a drop of entropy on the secret
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Result on Noisy Hamming Weight Learning With Error

Theorem lof remove b HW,o
WEg nmo, —— NHW—LWE([,I, mo, ———— LWPRN an, '
(A,b) (A, b, HW(ASs) + 1) (A,HW(As) +n)
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Figure: Distribution of HW(As) for g = 1117 and n = 20 for a fixed vector a
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Intuition of reduction

Showing that SNHW-IWE is hard under SLWE = construct an adversary against
SLWE using an adversary against SNHW-LWE.

€ LWE B O-IWE o
$ mxn
A— Zq
s Zg e—x"
(A,b=As+e)
h:=HW(b)
~HW(As) +d
N0y
(A,)b,h+n)
Lemma SD/RD

(A, b, HW(b) +n)

(A,As +e, HW(As) +d +7)

(A,As +e,HW(As) + 1)
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From LWE sample to NHW-IWE sample
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» |s the decisionnal variant as hard as the search one ?

> |s there exist a better bound on d knowing A ?

» Can it be possible to lead to a known hint variant with special case modulus
such as Mersenne prime or power of two ?

Thank you for your attention

Emeline Repel Hardness of Learning with Physical Rounding and Noise from Learning With Errors 18/20



	Introduction
	Security of a Cryptosystem
	Post-Quantum Cryptography

	Lattice-based cryptography
	About Lattices
	LWE

	Side-channel resilience
	Introduction to Side-channel

	Hardness of new assumption
	Hard Learning Problem from SC
	LWE with Additional Information
	Security reduction

	Conclusion and Open Problems

